Design Guide
May 31 Fiber optic loop sensors (FDLS) are a form of "active" security seal that can be used for detecting attempts to move or access secured items. FOLSs usually consists of a small module housing an optical transmitter and receiver with a length of fiber optic (FD) cable running between the transmitter and receiver terminals. Pulses of light are injected into the FO cable at the transmitter and detected at the receiver terminal. If the FO loop is broken an alarm condition is signaled through the actuation of a dry contact, low going transistor, or coded signal, depending on the manufacturer and model, which can be tied into a monitoring system or used to activate local alarms. Properly installed and operating FOLS have demonstrated an extremely low false alarm rate and a high probability of detection.
This document is a guide. Its purpose is to provide information about FOLS and suggest implementation strategies for commercially available off-theshelf devices.
SCOPE
This guide includes operating characteristics, component and system design considerations, and installation techniques and options for optical loop security sensors. The application and installation techniques described herein provide basic system and component configurations and assemblies that have been evaluated and appear to be good candidates for field applications. This guide does not constrain field designs or applications o f FOLS nor should it be regarded as a compendium on the subject. 
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. 0 SYSTEM AND COMPONENT QUALIFICATIONS
Several manufacturer's FOLS were evaluated by Sandia National Laboratory (SNL) f o r f u n c t i o n and r e s i s t a n c e t o h i g h gamma r a d i a t i o n dose r a t e s (see reference 1). The r e s u l t s and conclusions o f t h e SNL e v a l u a t i o n were mixed, w i t h some sensor systems f u n c t i o n i n g w e l l w h i l e others f a i l e d t o s u r v i v e t h e r a d i a t i o n doses. The SNL e v a l u a t i o n d i d n o t t e s t defeat scenarios and, a t t h i s time, t h e experience l e v e l w i t h using FOLSs i n t h e f i e l d as d e t e c t i o n elements and tamper seals i s low. This being t h e case, i t may be advisable t o seek DOE f i e l d o f f i c e concurrance p r i o r t o t h e use o f FOLSs f o r t h e p r o t e c t i o n o f SNM o r o t h e r v i t a l / c l a s s i f i e d i n t e r e s t s . connector i s the equivalent o f 8 t o 15 m o f cable. the manufacturer: the cable-equivalent connector attenuation, especially i n short runs of less than 75 m or so, may be considerably less.
The standard FO cable supplied u i t h VSS equipnent i s 2.2 mn n i t s u b i s h i Eska Premier type 134002. I t i s unaffected by uater and r e s i s t a n t t o degradation frm sunlight and most The t e n s i l e strength i s r a t e d a t 8 kg, but d e r c e r t a i n circuhstances i t may s t r e t c h before I t conforms t o UL 1581 AW VU-1, s t y l e #5310. Other s p e c i f i c a t i o n s o f cable are available f o r I n application, the a d d i t i o n o f connectors and terminals i n FO cable loops reduces the length of For the purpose of estilnating cable loop length requirements i t i s generally accepted that a The 15 m s p e c i f i c a t i o n i s considered the "safe value" by 6.1 VSS 100
The VSS 100 operates up t o 15 m o f FO cable and i s intended f o r indoor i n s t a l l a t i o n s . s t a t e r e l a y , form C, 5-24 vdc, 30 ma IMax, 0.2 v drop). f o r tamper p r o t e c t i o n t o prevent accessing the output terminal block; VSS recommends p o t t i n g t h e terminal b l o c k a f t e r connections are made and o p e r a t i o n i s v e r i f i e d .
The output can be e i t h e r 4-20 ma o r contact sensing ( s o l i d I t has no p r o v i s i o n s
Size: Environmental: -50°C t o 70"C, 90 % r e l a t i v e humidity.
5.3 cm x 5.3 cm x 3.3 cm. Power: 6-24 vdc, 4 ma maximum. Size: 7.6 cm x 6.3 cm x 2.5 cm. Power: 6-24 vdc, 30 ma maximum. Environmental: -5O'C to 80°C, 90 % relative humidity.
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VSS 3008
The VSS 3008 is functionally similar to the VSS 200 and, in addition, has programmable address features that allow its use in multi-drop bus schemes. The VSS 500RF is designed to be installed in areas where wiring cannot be easily routed. The 500RF has an internal radio transmitter and is used in conjunction with a VSS 3600NC8 , which is a network control box with a radio receiver. The internal batteries that power the VSS 500RF will last approximately one year if there is little alarm activity. The sensor will transmit alarm, tamper, and low battery; at this time there are no polling or random reporting features. spread spectrum design operating in the 902-928 MHz band and requires no FCC 1 icensing. The useful communications range is dependent on the installation particulars--1000 m may be achievable under line-of-site situations; lesser distances can be expected within and around buildings and other structures. Information on tamper protection was not available from the manufacturer but it is supposed that a tamper switch equipped plastic enclosure will be recommended for tamper protection. High gamma r a d i a t i o n doses have an a t t e n u a t i n g e f f e c t on transmittance. This e f f e c t i s temporary and transmittance w i l l r e t u r n t o near baseline, over a p e r i o d o f time a f t e r i r r a d i a t i o n ceases i f t h e dose i s n o t above lo6 RAD. Higher doses cause permanent damage.
The typical VSS multi-drop implementation is a double distributed network--a personal computer (control and monitor) connects to the primary bus via an RS-232/RS-485 converter that drives up t o 32 VSS
I n f o r m a t i o n on gamma dose r a t e s >200 MR b u t <lo4 were n o t a v a i l a b l e .
Degradation and a t t e n u a t i o n should be expected t o a f f e c t o p e r a t i o n a l l i f e and e f f e c t i v e transmission distance.
During periods o f exposure t o r a d i a t i o n above 200 MR, a t t e n u a t i o n can be expected and the l e n g t h o f FO loop runs may need t o be reduced t o p r o v i d e adequate l i g h t s t r e n g t h a t t h e r e c e i v e r . exposure ceases and w i t h passing time t h e transmittance s p e c i f i c a t i o n should r e t u r n t o near base1 i n e .
Low gamma dose r a t e s (20-200 MR/hr) have l i t t l e i f any a t t e n u a t i n g e f f e c t . and cause an increase i n dB l o s s per u n i t l e n g t h over a p e r i o d o f time. These e f f e c t s have n o t been q u a n t i f i e d a t t h i s time. FO loop sensors with operating features similar to the VSS system are difficult to defeat by substitution of the optic signal.
High i n t e n s i t y ambient l i g h t has no e f f e c t on b l a c k j a c k e t e d f i b e r (CPE, XPE, and PE j a c k e t ) ; gray jacketed f i b e r (PVC j a c k e t ) w i l l admit l i g h t and may have noise problems i n h i g h l y s e n s i t i v e
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These problems are unlikely to occur in security -Environmentally sealing these sites is a good practice.
--
PLANNING AND ENGINEERING INFORMATION
System planning and design is an engineering task. intended to influence nor dictate engineering discipline or policy but rather to provide a brief list of items that are germane to FO loop system planning and design.
This section is not 8.1 SYSTEM PLANNING Determine system performance and configuration requirements needed to satisfy protection objectives.
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Both have
Assess each sensor location for potential defeat scenarios. FO loop sensors are reliable alarm sources if the cable must be broken in an attack.
In some applications the FO sensor can be used more as a delay or directing mechanism than a detection element by forcing an adversary to use an alternate or more lengthy method of attack.
Assess environmental variables that may affect operation, maintenance, and longevity.
Design should comply with safety codes requirements. parameters, specifications, and installation recommendations.
Consult manufacturer's 1 iterature for specific operational and design
If RF alarm links are appropriate, refer to WHC-SO-SEC-DGS-002, Implementation Guidance for Industrial-Level Security Systems Using Radio Frequency Links, for specific information on implementation. In noisy environments the use of RS-485 communications protocol between the sensor alarm terminals and monitoring station may provide more reliable communications.
DESIGN AND OPERATIONAL ISSUES
Sandia
If FO control modules do not have internal and separate tamper protection an enclosure with a tamper switch or other detection element is required to protect the alarm line integrity at the control module terminal block.
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The manufacturer recommends p o t t i n g t h e terminal b l o c k i f t h e module i s n o t tampered.
I n t h e case o f a p p l i c a t i o n s where t h e p r o t e c t e d o b j e c t i s being monitored f o r small movements, such as a valve handle, FO cables should have enough t e n s i o n so t h a t movement o f t h e protected o b j e c t w i l l cause t h e cable t o separate b u t n o t so t i g h t t h a t thermal s t r e s s o r v i b r a t i o n w i l l disconnect i t .
When a sensor i s n o t i n use, t h e FO cable should be i n s e r t e d i n t o t h e sensor t e r m i n a l s t o prevent dust and moisture from accumulating w i t h i n t h e terminal connector.
I n cases where t h e FO loop i s w e l l supported, t h e cable j a c k e t and FO conductor can be "scored" t o increase t h e l i k e l i h o o d t h a t t h e cable w i l l break c l e a n l y and e a s i l y i f tampered with.
The FO l o o p can be glued/epoxied/taped t o t h e surface o f a p r o t e c t e d o b j e c t o r enclosure.
FO loop l i g h t c o n t i n u i t y w i l l be maintained i f t h e ends o f a c u t cable are b u t t e d together, as long as s u f f i c i e n t transmittance s t i l l e x i s t s . I n s e c u r i t y a p p l i c a t i o n s , t h e cable could be c u t i n several places, t h e c u t ends taped together t o maintain t h e l i g h t path, and then t h e cable taped o r epoxied t o a protected item. An adversary would have a g r e a t deal o f t r o u b l e removing t h e FO cable from t h e p r o t e c t e d i t e m w i t h o u t separating t h e cable a t one of the c u t s and causing an alarm c o n d i t i o n .
I n areas o f h i g h humidity i t may be necessary t o seal both FO t e r m i n a l s and s p l i c e s and t h e terminal b l o c k o f the sensor w i t h a waterproof seal ant. materi a1 s . . Gates a t remote c o n s t r u c t i o n s i t e s and storage areas.
Doors on warehouses and shipping containers.
Fuel storage tanks, hoses, and pumps.
Handles on e l e c t r i c a l switches and c i r c u i t breakers.
R o l l i n g stock--wheels, s t e e r i n g wheels, door handles, t r a i l e r s .
Portable barricades.
Valve handles and p o s i t i o n e r s .
Manhole covers.
Hazardous m a t e r i a l drums, High cost and a t t r a c t i v e computer hardware, t o o l s . F i g u r e 2 .
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